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Abstract. A large number of pervasive computing technologies are gimgr
in a number of application domains which will soon become rancially vi-
able. We present an approaétervasive Scenario Evaluatigrfer analyzing and
evaluating whether applications using such technologiesezhnologically and
commercially realizable. The approach is multiperspectind multidisciplinary
in that it draws upon technical, social, and commercial pertves and compe-
tencies. Based on scenarios of future pervasive compusiagnd experimental
prototyping, Pervasive Scenario Evaluations analyzeiteatiral, security, and
commercial aspects of realizing these scenarios. Pee/&signario Evaluations
are presented in the context of a concrete case of evaluatsential pervasive
computing technology based on OSGi technology done in loot&ion with a
major European telecommunications company.

1 Introduction

Pervasive computing is already impacting everyday livemadividuals: diverse enti-
ties such as transportation devices, buildings, and iddads are being equipped with
and connected by pervasive computing technolbiyythe future, cars will be equipped
with technology such as GPS navigation, Internet accedsi@oe operation [1]. Robot
use is emerging in homes, offices, and factories [2]. Wearatinputing, such as per-
vasive computing devices embedded in garments, will eadigtbe widely available
[3].

RFID tags and residential gateways are two examples of pa/aomputing tech-
nologies that are already in wide use. The Gillette Compaasy tnade one of the
first major uses of RFID tags involving up to 500 million tagske used in con-
junction with smart shelves [4]. A software platform for idential and other gate-
ways has been specified through the Open Services Gatevtiajivei (OSGi;ht t p:

Y In this paper, “pervasive computing technology” desigsateombination of pervasive com-
puting devices, pervasive computing middleware, and péreaomputing applications.



/ I www. 0sgi . or g), which proposes a standard way of implementing and depipyi
pervasive computing technology for, e.g., a number of edidl applications [5]. In
particular for cases in which pervasive computing techgpis emerging as commer-
cial products, there is a need for analyses of business tppties and technological
challenges in introducing this technology. These analgkesild balance a number of
issues including commercial viability, technological staints, and the usage potential
of the technology. The rest of this paper proposes an asaygiroach for this.

1.1 Background

The work reported in this paper was part of the Enabling B#veaComputing in
Reality (EPCiR;ht t p: / / www. 00Ss. net/ epci r) project that in 2003 evaluated
emerging pervasive computing technologies to be usedmitisidences in Denmark.
The project evaluated OSGi and related software and haediwar residential setting
with integrated sensoring, actuating, and alarming devif& reports on the results of
the evaluation.

The project used a multiperspective approach in which usginbss, architecture,
and security experts were involved. Each expert was redgerfer one area of the
evaluation as described below. In total 12 people with texzirand business back-
grounds were involved in doing the evaluations, totallipgpr@ximately 20 weeks of
work effort.

The participants in the project included researchers asasgleople from industry
and the driver for the evaluation was a major European telewonications company
with interest in providing residential pervasive compgtsolutions. This meant that
from the outset there needed to be a focus on technologicakisas commercial
aspects of the technology under consideration, and thatdiremercial aspects were
seen from the point of view of a company that would potentia#nefit economically
from the technology.

1.2 Contributions

Based on the experiences in the EPCIR project, this papsepte an approach for
analyzing pervasive computing technologies, Pervasiem&to Evaluations, which is
anchored in use. Prototyping and use scenarios are our meaimvestigating use.

Three perspectives on use are investigated (see Figure 1):

— Architecture perspectiv&he overall properties (e.g., availability, performarare]
scalability) and structures of the technology is analyzed.

— Security perspectivelhe need for and possibilities of the technology to support
authentication, integrity, and privacy is analyzed in thewsity perspective.

— Business perspectivEhe commercial aspects — for producers and consumers —
of the technology under consideration are analyzed iniogldb the results of the
use, architecture, and security perspectives.

The main contribution of this paper lies in the combinatidritese perspectives
anchored in scenarios and prototyping as a basis for aradysl evaluation of the
technological and commercial aspects of introducing Ewescomputing technology.
We also present examples of using this approach in the EPQ@IBqp.



Architecture

Fig. 1. Analysis perspectives in Pervasive Scenario Evaluatielaged to use

1.3 Rationale

The precise approaches used within the three perspectigdgliffier from evaluation
project to evaluation project. However, thee perspectivexplores potential and desir-
able future user activities and experiments with theseréstuScenario generation and
derivation explores an unknown future for which the scenfoim is useful. Further-
more, scenarios is a way of sharing visions between statef®]7],[8]. In connection
to scenarios, prototyping provides a way of experimentiitg future use in order to
examine technological possibilities and constraints. Walyzed use through scenar-
ios, prototypes, and demonstrations of prototypes, butraben of other techniques
may be suitable depending on the evaluation context, ifrofuethnographic analyses,
participatory design, or mock-ups [9].

Thearchitecture perspectivand thesecurity perspectivare oriented towards tech-
nology. Analyzing architectures are important for a numifereasons including that
problems at this level of design may have extensive consemseon all aspects of the
system and system development and that architectures seceloll at a level of detail
useful and effective for analysis of a number of system prtigee[10]. Furthermore,
when analyzing emerging pervasive computing systemsatieisitectural description
may be the only available technical description of the systS8ecurity — including
ensuring authenticity, integrity, and privacy to a satitsfay degree — is crucial in or-
der for a large number of pervasive computing applicatians)east in order for users
to trust a pervasive computing system [11]. Reasons forittigisde that with perva-
sive computing, personal information (such as your heaitiord, what you did where
at what time, communication, etc.) as well as informatioraod access to, e.g., your
home and car becomes electronically available in an undéeredegree, making it much
more likely to be somehow abused. This could have severeqoesices for the public
acceptance of pervasive computing, not to mention the iddals affected, and thus
it is of the utmost importance to understand the securityeispertaining to pervasive
computing.

Thebusiness perspectii@concerned with the potential profit of introducing perva-
sive computing technology which is the veaison detrefor the driving stakeholder in



our case. More generally, one may want to investigate ecaabm@spects of pervasive
computing technologies, e.g., by having a consumer or tgerspective in addition
to the generated value focus as we have here.

As for the approaches taken in the individual perspect®esyasive Scenario Eval-
uations may involve completely different perspectives satlhan in the EPCIR project.
Consider, e.g., the case of a large Danish municipality ithatirrently planning 400
homes for the elderly equipped with the kind of residenteMasive computing tech-
nology that the EPCIR project evaluated. When evaluatiigdhse, the stakeholders
may be different and include the municipality, the eldeithg caretakers, and the tech-
nology providers. For such an evaluation, a political or amirenmental perspective
instead of a business perspective may very well be warra®edhe other hand, some
of the scenarios generated in the EPCIR project may stilbpiGable, whereas others
will need to be oriented towards, e.g., homecare.

1.4 Paper Structure

The rest of this paper is structured as follows: Section 2¢mts Pervasive Scenario
Evaluations from each of the integrated perspectives;i@e& discusses Pervasive
Scenario Evaluations and argues for its usability. Finégction 4 summarizes our
work.

2 Pervasive Scenario Evaluations
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Fig. 2. Activities in Pervasive Scenario Evaluations

The Pervasive Scenario Evaluations activities condudteaughout the EPCIR
project are shown in Figure 2. Based on generated sceniggodified technology, and
experimental prototyping, use is analyzed from the threegeetives of architecture,



security, and business, and the results are concluded issssment. The following
sections presents these in detail and discuss their cotrdrina

In the EPCIR project, many of these activities were condlictgoarallel with Sce-
nario Generation and Technology Identification being preistes for the following
activities. It should be noted, however, that the analysesanducted iteratively and
incrementally so that, e.g., scenarios may be refined ondgtiat any time in the pro-
cess. The main coordinating activities were plenary waskshin which preliminary
results were discussed. The individual analyses also hakistvops as a major part of
the work conducted. During these workshops other competeneould be involved
and this was the major way of coordinating the analyses.

The final outcome of Pervasive Scenario Evaluations, thdtrekthe Assessment,
consists of an evaluation, e.g., in the form of a report, off@ntified technology used
in the generated scenarios from the three perspectivestufecture, security, and busi-
ness. Moreover, a set of scenarios have been generated axgenmental prototype
has been developed. The result of the EPCIR assessmentusstsl in [6].

2.1 Exploring Future Use

Future scenarios and prototypes are our major tools forrgéng input on use to anal-
yses from the three perspectives. In EPCIR, the investigadf the use perspective
involved the activities shown on Figure 3. These activitisssdetailed below.

Handle
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Factors

Identify Trigger
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Write Full Scenarios

Technology
Identification

Refine Scenarios

Prototyping

Fig. 3. Activities related to future use

Scenario Generation. The scenarios are developed according to the IDON approach
[12] (“Identify Trigger Questions”, “Handle Environmettaactors”, and “Write Full
Scenarios” in Figure 3). In the EPCIR case, the scenariog wechored in the year
2005, since the scenarios should be realizable with knowrnut-adit necessarily com-
mercialized — technology.



In contrast to many other methods for developing future ades, the IDON ap-
proach takes uncertainties of the future into account [I&¢ IDON method makes it
possible to develop a set of scenarios that takes some efititesaccount by expressing
different environmental factors in which the scenarioslddake place.

The IDON process starts by formulating a trigger questioiséoping the scenarios.
The purpose of the trigger question is to identify environtaéfactors, which will
be those impacting the answer to the trigger question. IrEfEIR case, the trigger
question was:

How does pervasive computing impact the Danish citizengtagidhomes in
year 20057

With this trigger question, environmental factors wererfduluring a brainstorm, and
59 of the factors were kept as the mostimportant. The fagtere from many different
categories, ranging from technology (such as “intelligegénts” or “location-based
services”), lifestyle (such as “working out of the workspaor “individualism”) to
politics (such as “public investments” or “market transyary”). Environmental factors
should ideally be incorporated in the scenarios.

The next step in the IDON method is to classify the environtaldactors according
to Figure 4. One dimension is the uncertainty of the paricfactor to be realized
and the other dimension is whether or not the factor has atdireindirect impact
on the answer to the trigger question. Ttrend factors should be incorporated in the

Direct impact
A

Trends Flip/Flop

Low uncertainty » High uncertainty

Stage Jokers

A\
Indirect impact

Fig. 4. Classification of environmental factors in IDON

scenarios in a way that takes them for granted. Thus not aliesfi are necessary for
the single scenario, but they serve as a good way of showitag tiik world look like

in the scenario. An example of a trend factor is the event cdition-based services.
Thestagefactors should be used to give every scenario context awiibdity. Here an
example might be increasing individualism. Tjhkerfactors can be putin the scenarios
in order to show some creativity on how unexpected eventhiniigpact the future.
An example might here be public investments. And finally, ftiggflop factors might
be the most important factors, since it is the uncertainty dinect impact of these



factors that makes it virtually impossible to anticipate fature. An example of such a
factor might be the breakthrough of intelligent agents. Yeroome the uncertainty, the
IDON method describes how scenarios should be worked owafidous situations —
narrowed down to a positive (flip) and a negative (flop) ocenice of each factor. To
narrow it down further the factors are grouped before “flgpfed”.

The last activity is write the actual scenarios. These arméa as short stories
of named people in concrete situations, in order to make tmemne recognizable and
transferable between stakeholders. The scenarios apeirtted in [6].

Technology Identification. An integral part of the EPCIR project was to identify per-
vasive computing technology that would potentially fit thengrated scenarios. Con-
cretely, we chose an OSGi-based residential gateway andgearent solution com-
bined with various pervasive computing devices. Thesetifileth technologies were
used as a basis for scenario refinement and prototyping.

Scenario Refinement and Prototyping.The IDON scenarios are typically large and
broad. Thus, to make scenarios more manageable within tigreints of a concrete
project, scenarios are refined and simplified into one or nderéeved scenariasThe
derived scenarios should show as many of the importantsssam the full scenarios
as possible. In the EPCIR case, two derived scenarios of lwomtieol and home care
were made.

The derived scenarios are then the most concrete basisefdoltbwing activities.
These activities include the analyses and prototypinghénBEPCIR case, prototyping
was done in an exploratory and experimental manner [13] iithvpossibilities and
constraints of the identified hardware and software has beglored and experiments
have been made to validate and explore the derived scenarios

2.2 Evaluating Architectures

(Software) architecture encompasses the highest levelsifid of a computing system.
It defines the overall structures of the system in termsoshponentstheir externally
visible properties, and the interconnections between timeterms ofconnectord14,
15]. A paramount problem of evaluating emerging architexgus that the eventual
system is not fully specified and that the architecture iemgletely defined. In this
situation, Pervasive Scenario Evaluations uses the UrMigdeling Language (UML;
[16]) for architectural descriptions, and Quality AttrieuNorkshops (QAWS; [17]) for
architectural evaluations based on these descriptions.

Architectural Descriptions. The structure of a system can be described from a number
of perspectives, and thus architectures can be seen froombarwf differentarchitec-

tural viewssuch as dogical view(describing what the system is all about in terms of
logical components and connectors)nadule view(showing dependencies between
module components of the system), andeaacution viewshowing physical distribu-
tion and runtime behavior of components of the system). feigushows an excerpt



of the primary description of the execution view of the ewdhd pervasive computing
technology in the EPCIR project. The large three-dimeraitmoxes show hardware
nodes of the analyzed technology, the lines between thesesrghow communication
paths and protocols, and the inside of the nodes show s@&ftvaanponents running on
the node.
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Fig. 5. Execution view of the architecture evaluated in EPCIR, gjgetin UML

Architectural Evaluations. QAWSs were developed to evaluate software architectures
with respect to so-called criticatchitectural quality attributen particular early in the

life cycle of software-intensive systems [17]. Architeetuquality attributes are qual-
ities of a system that are related to or heavily influencedheysoftware architecture

of the system. These include performance, availabilitspilsy, modifiability, and in-
tegrability [15]. An architecture tries to balance a numtfegualities since, in general,
desirable qualities may be in conflict — such as performandeawodifiability often is.
QAWs thus tries to identify architectural quality attribatthat are critical to the system
and analyze proposed architectures based on these cgidtittae EPCIiR example the
critical architectural qualities were usability, availil, and security.
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Fig. 6. Architecture evaluation activities

Figure 6 shows the activities of the architecture evaluatioPervasive Scenario
Evaluations. Thérchitectural Descriptioractivity as presented above is central in the
evaluation and as such used and potentially modified throutghe evaluation process.

TheArchitectural Case Generaticactivity takes the form of a facilitated workshop
in which critical architectural qualities are identifieddearchitectural casesire gener-
ated. Architectural cases are short stories of anticipasedor behavior of the system.
They are generated in a brainstorm and are generated fromgaotioer the IDON sce-
narios and the derived scenarios and the identified critezgirements. Table 1 show
three examples of generated cases. Cases are categotieskicasesoncerning nor-
mal operation of the systergrowth casegsoncerning anticipated changes to the system
that the system should be able to handle, exloratory casesoncerning extreme or
undesirable situations for the system, and the most relegbated architectural quality
attributes are noted. The outcome of the Architectural @Gesgeration activity is a set
of refined architectural cases based on the brainstormedisos.

Test Case Developmetreatesarchitectural test caselsased on architectural case.
The test cases list architectural questions and issuesdiegdo quality attributes and
can be used in “testing” architectures. Here, architestare tested by answering the
questions of the architectural test case based on theectunial description ifiest Case
Architectural AnalysisAn example of an architectural test case taken from the EPCi
project might be one considered with monitoring the stateesidential gateways, and
an example of a question connected to that test case miglitrbetiere critical types
of devices which cannot be monitored”? In total four largeh#tectural test cases were
developed, containing more than 30 test questions.

The Test Case Developmeand Test Case Architectural Analysis typically per-
formed by analysts experienced in architectural analydesreas all stakeholders in
the evaluation should preferably be present in the follgwinalysis Results Presenta-
tion. This presentation typically takes the form of a workshopvhrich concerns can
be voiced and eventual buy-in can be ensured. It should kelribat the architectural
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EPCIiR — Use Case (1.1)
Case User adds active medical bandage from hospital withouareddiffer-
ent categories of users are be able to do this securely
Quality AttributesSecurity, availability, usability

EPCiR — Growth Case (2.7)

Case User wants to couple camera, sensor and service providévS iser
vice together to a homemade alarm

Quality AttributesSecurity, usability, adaptability, configurability

EPCIR — Exploratory Case (3.3)
Case Power for the gateway is cut. (Possible burglary later)
Quality AttributesSecurity, availability, testability

Table 1. Examples of architectural cases

description as well as the architectural evaluations arative processes in which activ-
ities may need to be revisited several times. In EPCiRAtaysis Results Presentation
was conducted in the concludidgsessmeratctivity. An example of a conclusion made
in the EPCIR projectis that the evaluated technology esadtékeholders to implement
scenarios, but that substantial custom development iseceed

2.3 Analysis of Security Issues

The goal of the security evaluation is to identify a suitadpecification of how to im-
plement security for the identified pervasive computindntetogy and scenarios, and
to use this to assess the security of the technology. The letengystem is analyzed to
identify weaknesses with respect to confidentiality, intggand availability in order to
construct a security architecture addressing these wea&sagthus making the system
secure.

Our approach takes its starting point in the e-Pasta prdject p: / / www.
e- past a. or g), which in turn is inspired by the Common Criteriat( p: / / wwww.
commoncr i teri a. or g). The Common Criteria (ISO15408) is an international stan-
dard for product and system security evaluation endorsdubllythe EU and the US.
The Common Criteria may be seen as a unification of a numbeatidmal security
evaluation methods (both commercial and military) datimgkoto at least the early
eighties [18]. The e-Pasta project was an EU project endir&02. Its objective was
to design, develop, and assess a trust and security plafforsmart home environ-
ments. Included in this work is a method for security arattitee development based
on the Common Criteria.

In the Pervasive Scenario Evaluations of the EPCIR projeetsecurity analysis,
which is similar to e-Pasta’s, contains the activities shawFigure 7 which will be
presented in more detail below:

1. Identify and describe theecurity context
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Performsecurity analysief the security context.

Describe theecurity specificatiobased on the analysis.

Identify asecurity architectursatisfying the security specification.
Make asecurity assessmebased on the security architecture.

arwnN

Our main difference from e-Pasta and other similar methedsdt we focus on future
use and explicitly advocateser involvementi.e. involvement of, e.g., a home owner.
This may involve, e.g., interviews, workshops, or experitsavith prototypes. And to
facilitate the communication between security expertsiegis we recommend that the
work is done in ariterativefashion. In the EPCIR, project we relied on workshops with
domain experts, which gave a lot of valuable informatiorafaples include: a network
specialist pointed out that X10 signals travel outside theé of their use, something
we were not aware of and which affected an assumption on teufigy” of wired
communication; it was also pointed out that not only mustdbetent of an alarm be
confidential, it should not even be possible to detect thal@am has been sent.

The final security architecture which is the result of at feaee iteration, is called
anidealized security architectur& his is used for assessing the security of the system.

Security
Specification

Security
Analysis

Security
Architecture

Architecture
Description

Security
Context

Idealized Security
Architecture

Scenario
Refinement

Fig. 7. Security activities

Security Context. The security context scenarios on which we base the secunitly-
sis is the combination of the refined scenarios and the aathital description — both
as described above. The context thus includes informaticth® logical and physical
configuration of the system along with some uses. Relevapigsties include how data
is stored, whether communications link are wired or wirgl@®ints of access, whether
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devices are a dynamic or a static part of the system, whatrivétion is private, and
what is public information.

Security Analysis. The security analysis aims at describing whadsetsare to be
protected, and against what. The first step is to identifyatbsets which are going to
be protected. A typical asset will be electronic in the forheither persistent data or
communication. In the EPCIR case, such an asset might be ooration between an
active bandage and an electronic healthcare record in tfiedehomecare scenario.
The second step is to describe thecurity environmentncluding the actors of the
system, security assumptions (e.g., that wired commuaité assumed confidential),
and — last but not least — the risks which may be exploited bgahagents using
some attack to cause a security failure. Based on thisgtbrity objectiveare defined.
These objectives will either be to prevent, detect, or recérom a security failure for a
given asset; i.e., they are countermeasures addressiittgtiidied threats. An example
from the EPCIR project is that burglars should be preventeh fgetting information
on whether an alarm has been triggered and sent to the alatnalce

Security Specification. The purpose of the security specification is to describe the
requirements for the security architecture allowing us &etthe security objectives.
The security specification has two principally independgements that bind together
the security objectives with the technology being analyzed

1. Functional requirementBasically this describes the functionality required te im
plement the security objectives in the infrastructure efsbenario.

2. Trust requirementdHow good should the system be at realizing the securitymbje
tives, i.e., how much trust can — or would — we like to put in #ystem. We do
not give any general kind of definition of trust levels. Thekeuld be “negotiated”
between security experts and users.

The functional requirements describe, in abstract teriow,tb realize the security ob-
jectives, and the trust requirements basically descrileimportant these mechanisms
are at realizing the objectives. Continuing our examplenftbe EPCIR project, this
means that the communications (including the mere existefi@ message) between
an alarm sensor in the home and the alarm central should lieleptial, and the user
would like to put a high level of trust in this mechanism.

Security Architecture. The security architecture specifies how to implement tha-sec
rity of the system so that the security specification is fielfil It specifies what kind of
concrete security infrastructures are used, and will gty give details down to the
level of key types and sizes and concrete rules for their g@mant.

The resulting architecture may not be realizable using thengarchitecture of the
evaluated platform or even existing technology, but thitoisa problem since the over-
all goal is to give a security evaluation of the platform.§ bivaluation may meaning-
fully state that the platform as such does not support a géeenrity feature, but may
or may not eventually.
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For the alarm example, the security architecture specfifigsthe communication
between sensors and the gateway should be protected usagiasymmetric cryptog-
raphy a la AESIitt p: //csrc. ni st.gov/ CryptoTool ki t/aes/), and that
alarm systems should use a “heart-beat” (regular trangmist® hide when an actual
alarm is sent.

Assessment.The purpose of the assessment is to conclude the evaluatisading
to what extent the security context is compatible with theusiéy architecture. This
is done by categorising each feature of the security ardite according to security
context as follows:

— Fulfilled

— Possible by extending the system with off-the-shelf te bapn

— Possible by extending the system with non-standard teolggale. features where
at least theoretical solutions exist but some developmegthe required.

— Perhaps possible, but requires a research effort.

— Impossible.

Based on this we may then assess the maturity of the platfmmm & security perspec-
tive.

As an example from the EPCIR project, X10 equipmérttt(p: / / www. x10.
or g) cannot be used for alarm sensors, since it is simply notilples® augment this
equipment with any kind of cryptography. Another exampléhat Smart-Its [19] were
used to communicate data which should be protected used syiararyptography,
which is not supported but possible to develop; thus it wasckaled that Smart-Its
could be used if resources were available to implement ography on them.

2.4 Analyzing Business Opportunities

Since the market for pervasive computing is still emergihg roles of businesses have
not been settled yet. Partners and competitors have nodafimed and neither has the
value associated with pervasive computing business.

The key element in our analysisasided valuéased on concepts from [20]. In an
emerging market, most actors are complementors and notetdons. Complementors
are actors which add value to the market by combining theidpcts. An example is In-
tel and Microsoft. The market for Intels microprocessors gre market for Microsofts
operating systems are in total smaller than the market fir pducts combined, i.e.
value is added to the market by the presence of both which srtaken complementors.
Once the market matures, competitors arise, e.g. AMD andx,iwhich also gets the
benefits of the complementors in the market. In our analysésare mostly interested
in identifying complementor roles in the market and not ifilag competitors.

The activities of our analysis in the EPCIR project are shawhigure 8 and de-
tailed in the following sections.
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Identify Change
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and Business
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Business Model
(Value Chains )

Develop Business
Model
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Benchmark
Business Model

Fig. 8. The five activities of the business analysis

Identify Change Drivers. The change drivers are the environmental factors that need
to become reality to push pervasive computing into the maB&sed on the environ-
mental factors identified during the design of scenariosjdeatify the most signifi-
cant environmental changes needed for pervasive compiatibgcome an interesting
market. Examples are: working out of the workspace, selfiserof public services,
availability of micro payments, and health politics.

Describe Needs and Business OpportunitiesUser need is a major prerequisite if a
new technology is going to enter the market. We identify theds among users, that
can be fulfilled with pervasive computing. Examples aret oeduction, safety/security,
entertainment, and comfort/convenience. These are ddduom the environmental
factors found during scenario generation.

Describe Existing Business Model (Value Chains)The needs previously described
can be fulfilled by differentindependent suppliers. Thigegirise to several independent
value chains, in which each supplier adds value to the custoAn example of an
value chain is business surrounding residential alarnsgallimg an alarm in a domestic
household fulfils a need of safety and security for the howgeeo and thereby adds
value to him. Value is also added to the insurance comparighwhight reduce the cost
of the insurance for the house owner. The added value comestfre alarm company
and goes to the insurance company which again add value tum#temer. During this
activity, we identify the value chains in the upcoming markaur analysis is top-down,
where we base our work on assumptions on WtP (Willingneg2atg) [20].
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Develop Business Model Based on Value Net§.he big step in adding value comes
when we see complementors on the market. One way of desgridnimplementors
are throughvalue nets The value nets are the combination of existing and emerging
independent value chains in the market. The goal of a valtis te describe the entire
market as a whole. The value nets disclose the complemergkrgy, showing how and
where the value is added. Examples of existing value chamsable TV operators
selling TV channels to the customer, telecommunicationgames selling broadband
access solutions to end users, and alarm companies seltirgjliance solutions to their
customers. From the value chains, we can deduce some roles ofvolved parties.
The cable TV company is responsible for the service “cablé aW is therefore a
“Service Provider”. Another company owns the copyright lodé fTV channels being
delivered to the customer. This company is the “Content idest. If for instance the
cable TV provider was using a broadband connection for detig the cable TV to the
customer, this broadband provider might be a “Service Agaiia” because they might
serve other service providers on the same broadband ciome8t one can see, the
previously described value chains has evolved to valuebeetsuse of the companiesin
the chains are complementing each other and there by genggevatue to the end users.
The alarm company might also use the broadband connectibthare by adding even
more value to a reduced cost.

Benchmark on the Business Model. The benchmark on the business model deals
with comparing identified business opportunities with thehinology identified during
Technology Identification and investigated during Arctiitee Analysis. This points to
a number of areas in which the technology can or should beawegrin order to fulfil
the business opportunities. Furthermore, we look at thesriol the scenarios and try to
match these to existing companies in the market in orderatyae whether the current
market is able to match the value net model.

Based on this, we give recommendations on the current andefatarket for per-
vasive computing in the evaluation context.

3 Discussion of Pervasive Scenario Evaluations

The coordination through scenarios and prototyping ism®btinly interaction between
the analysis perspectives of security, architecture, arsthbss. On the one hand, the
analysegould proceed individually, but on the other hand there are p@iya num-
ber of overlaps between them. The architecture perspeetige defines architectural
descriptions which are used as basis for discussing sys$tantiging in other perspec-
tives; the business perspective, e.g., defines value redpto a technical need for
smooth integration of value chains; and the security petspe e.g., defines security
requirements that must be met by architecture. These @gneeds to be taken into
account in an iterative process. Concretely in the EPCileptooverlap, coordination,
and buy-in from the various stakeholders were secured tfiraworkshops and person
overlaps in the work groups of each perspectives.

Another point of discussion is how the experiences of theiRRoject — aspe-
cific project — generalizes to other contexts. The idea of usinljipiel perspectives
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on scenarios (or use cases) is well tested and not new [2tljipdluding prototyping
directly is less so. The basic choice of orientation towarsks is general, however the
choice of the security and business perspectives in ouaBiee/Scenario Evaluations
has been specific to the type of evaluation we have undert&8eurity issues are in-
herent in residential applications and business issuepatiment to the driver of the
EPCIR project.

The EPCIR project also takes its outset in scenarios degdlopthe project, sce-
narios that predict future pervasive computing use. It &hba noted, however, that we
do not claim that this is the way that pervasive computingtetogy or marketsvill
develop in the near future. Rather, we advocate that araéyeggrounded on future
scenarios and prototyping and use well-known approacheking these analyses.

A particular problem in evaluating emerging technologigseain that completely
specified solutions are not available. In the EPCIR case, & gumber of residential
equipment types such as smart bandages were not readilys#eeand also building
applications that would completely implement the full sméos was not possible. This
has implications for how to do the individual analyses.

For the architectural evaluations, a number of other amtresfor scenario-based
evaluations exist including the Architecture Tradeoff Msés Method (ATAM; [22])
— from which Quality Attribute Workshops (QAWS) are derived and the Software
Architecture Analysis Method (SAAM; [23]). Common to modtthese is that the
scenarios has to be completely specified, something that ihe case with QAWS.

For the business evaluations, our main focus in the andigsibeen value. Defining
value is possible even in a non-existent market. If, howavemere later in the process
of defining the market for pervasive computing, other areaslavbecome more inter-
esting the investigate, e.g. competitor analyses, costfii@nalyses and investment-to-
enter analyses.

In general, the underspecification gives rise to consiteraibf level of detail and
formalism in the analyses. For security, e.g., we have natrgany formal definition of
trust, albeit it may be considered necessary for a meaningdthod. We do not believe
S0, because users and to some extent domain experts haveriooi krpwledge of
security nor even formalisms and thus have little or no ckaoainderstand a defintion
of trust levels. Instead we argue that security expertgssies®l domain experts through
dialogue and iteration will develop a common understandirtfe concepts at work.

4 Summary

This paper has presented a multiperspective approachdturaing emerging pervasive
computing technologies. The approach is anchored in usereugh future scenarios
and experimental prototyping — and analyzes an identifiglaitelogy in based on this.

We report from experience in an evaluation project — the EP@bject — driven
by a major European telecommunications company in whicfoll@ving analysis per-
spectives were employed to analyze a residential pervasiguting platform based
on an Open Services Gateway Initiative (OSGi) implemeoitati

— Architecture analysisThe overall structure of the identified technology is ditext
and architectural requirements are checked in relationdnarios and prototyping
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— Security analysisThe security requirements of applications implementicensir-
ios are identified and evaluated against the architectutteegtientified technology

— Business analysighrough the definition of a business model based on valig net
we analyze the business potential of pervasive computittgeievaluation context

Based on the coordinated results of the evaluation, a reedation is made as to
whether the identified technology meets technological amdroercial objectives.
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